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ABSTRACT

1.

Service-based software systems are a useful concept recently
developed to support the development of systems oﬀering
functions (the so-called services) which may be interrelated
or may mutually depend on each other. Although appealing from a practical point of view, the development of
service-based software for security-critical systems is, unfortunately, not well understood. Services may easily interact
with each other in a way which may have unforeseen consequences on the various security properties provided. In this
work, we propose a method for facilitating the development
of security-critical service-based software systems using the
computer-aided systems engineering tool AutoFocus based
on the formal method Focus. We explain our method at the
example of a service-based system from the automotive domain.

The concept of service-based software systems has been
recently developed to support the development of systems
oﬀering services which are functions that may be interrelated or may mutually depend on each other.
Security requirements have become an increasingly important issue in developing distributed systems, especially
in the electronic business sector. Because of the fact that
failures of security mechanisms may cause very high potential damage (e.g., loss of money through fraud), the correctness of such systems is crucial. Apart from conﬁdentiality,
meaning that sensitive information should not be leaked to
unauthorized parties, and integrity, meaning that unauthorized parties should not be able to modify sensitive information, the most important security requirements are authentication, meaning that the participants in the system
are correctly identiﬁed, and authorization, meaning the correct process of granting participants access to certain sensitive privileges. All of these security requirements have to
withstand attacks from motivated adversaries, which makes
them notoriously hard to enforce in software-based systems.
Although appealing from a practical point of view, the
development of service-based software for security-critical
systems is, unfortunately, not well understood. Services may
easily interact with each other in a way which may have
unforeseen consequences on the various security properties
provided.
Therefore, the consideration of security requirements has
to be integrated into general systems development. Following the idea of model-driven service composition [21], common modeling techniques used in industry, such as collaboration diagrams, state charts and message sequence charts
may be tailored for that purpose.
In this work, we propose a method for facilitating the development of security-critical service-based software systems
using the computer-aided systems engineering tool AutoFocus [5] based on the formal method Focus [6]. The goals
of our contribution in this paper are the correct development
of secure service-based system.
We explain our method at the example of a service-based
system from the automotive domain. This work is done in
the context of the project MEwaDis funded by the Bavarian
regional government. The primary goal of the project is
the development of techniques for the analysis, modeling
and validation of reliable, adaptive, context-aware services,
and of process models for their development. The results
are prototypically implemented in the domain of automotive
systems.
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