Toward Autonomic Web Services Trust and Selection
∗

E. Michael Maximilien

Munindar P. Singh

IBM and NCSU
5506 Six Forks Road
Raleigh, NC 27609

North Carolina State University
Department of Computer Science
Raleigh, NC 27695

maxim@us.ibm.com

singh@ncsu.edu

ABSTRACT

1. INTRODUCTION

Emerging Web services standards enable the development
of large-scale applications in open environments. In particular, they enable services to be dynamically bound. However,
current techniques fail to address the critical problem of selecting the right service instances. Service selection should
be determined based on user preferences and business policies, and consider the trustworthiness of service instances.
We propose a multiagent approach that naturally provides
a solution to the selection problem. This approach is based
on an architecture and programming model in which agents
represent applications and services. The agents support
considerations of semantics and quality of service (QoS).
They interact and share information, in essence creating an
ecosystem of collaborative service providers and consumers.
Consequently, our approach enables applications to be dynamically conﬁgured at runtime in a manner that continually adapts to the preferences of the participants. Our agents
are designed using decision theory and use ontologies. We
evaluate our approach through simulation experiments.

The Web services architecture, standards, and technologies support describing, ﬁnding, and binding to services.
The overarching vision is that services would be dynamically created and administered, and would be incorporated
into software systems in execution without the need for frequent human intervention. Although the current Web services standards and technologies are necessary to realize this
vision, they are far from suﬃcient.
In simple terms, between ﬁnding and binding lies another
crucial step, which the current approaches ignore. This is
the step of selection wherein a speciﬁc service instance is
chosen by a prospective consumer. Conceptually, service
selection is diﬃcult because it faces the main challenge of
an open environment: you cannot easily predict the quality
of service (QoS) that a given service instance will deliver.
The challenge arises partly because you may not be able to
trust the other party, and partly because you lack knowledge
of the environment within which it is executing.
To explain our approach, we distinguish three phases of
interactions between consumers and services.

Categories and Subject Descriptors
I.2.11 [Artiﬁcial Intelligence]: Distributed Artiﬁcial Intelligence—multiagent systems; D.1.0 [Software Engineering]: Programming Techniques—general ; D.2.8 [Software
Engineering]: Metrics—process metrics, performance measures

General Terms
Algorithms, Reliability, Experimentation

Keywords
Service selection, Service binding, Quality of Service (QoS),
Software Agents, Autonomic Computing, Trust
∗IBM Software Architect and NCSU Ph.D. candidate.

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
ICSOC’04, November 15–19, 2004, New York, New York, USA.
Copyright 2004 ACM 1-58113-871-7/04/0011 ...$5.00.

Service discovery. When a consumer ﬁnds a desired service interface. This search is typically based on common service repositories such as Universal Description
Discovery and Integration (UDDI).
Service selection. When a consumer selects a service instance (implementing a discovered interface). Selection is based on nonfunctional attributes such as QoS
and trust. A service instance may be replaced by
another at runtime if it doesn’t meet the customer’s
needs, becomes untrustworthy, or a better instance is
found.
Service binding. When a consumer begins using a selected
instance. Binding typically occurs at time of ﬁrst need.
Our contribution is a comprehensive agent-based trust
framework for service selection in open environments. We
introduce a policy language to capture service consumer’s
and provider’s proﬁles, algorithms to select services based
on those policies, and representations to dynamically capture data about service performance with respect to various
(customizable) QoS dimensions. As a result, service-based
applications are dynamically conﬁgured at runtime to choose
the “best” services with respect to each participant’s preferences. We demonstrate the eﬀectiveness of this approach
in selecting good services via simulation experiments.

