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ABSTRACT
The Web services platform is gaining popularity as the tech-
nology of choice for integrating applications in diverse and
heterogeneous distributed environments, such as the Inter-
net. It is widely recognized that one of the barriers pre-
venting widespread adoption of this technology is a lack of
products that support non-functional features of applica-
tions, such as security, transactionality and reliability. Sup-
porting such features in a service-oriented environment is
more complex than traditional distributed computing envi-
ronments since such behaviors cannot be assumed by ap-
plications, but some persistent representation of the behav-
ior has to be discovered dynamically. WS-Policy has been
touted as a possible future standard way to specify these
features and associate them with services, but the multi-
tude of related proposals resemble a poorly manufactured
jigsaw puzzle more than a coherent vision.

This paper clarifies this vision by presenting a working
prototype that demonstrates how the quality features can
be expressed as service policies using WS-Policy. These
policies are enforced by a policy framework that allows dy-
namic association of such non-functional features with ap-
plications on a per-interaction basis, as well as modification
of these features. The paper discusses the issues involved
in the creation of such a policy framework, and how the re-
quirements of having to support transactional and reliable
services guided the design. We hope that this work encour-
ages other efforts to create viable products based on these
emerging standards and advances the science of Service Ori-
ented Computing.
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1. INTRODUCTION
Service Oriented Computing (SOC) is gaining prominence

as the need for dynamic discovery and binding, a feature of
service oriented architectures, is seen as a core requirement
for the next generation of business applications. A particu-
lar standards-based instantiation of Service Oriented Com-
puting, Web services [5], is seen by many as a viable plat-
form for integrating scientific as well as business applications
that operate in distributed and heterogeneous environments.
The promise of platform independence, interoperability and
a realization of SOC concepts has led to this popularity.
However, the platform has lagged in delivering important
features such as security, transactionality and reliability.

The important differentiator between supporting such fea-
tures in SOC environments versus in traditional, insular dis-
tributed environments is that services are forced to make no
assumptions about each other. In many other distributed
systems, information about which applications interact with
each other and how is well known at development time. By
contrast, in SOC there has to be an up-front, declarative
way of specifying the behavior that a service follows and
expects from services it interacts with. For example, the
algorithm used for signing a message, or transaction proto-
col used to safely conduct a business operation cannot be
decided by service developers in an out-of-band or ad hoc
manner. Metadata about services thus plays a central role in
enabling SOC interactions, as described in [6]. The focus on
metadata enables dynamic discovery and binding, and meta-
data based on standards enables interoperability. Metadata
is generated at various points in the development and run-
time lifecycle of an application, and needs to be communi-
cated to possible partners. Thus the problem is twofold:

1. To define a metadata format for specifying non-functional
features of applications and

2. To create a runtime framework designed around the
above metadata that can support secure, reliable and
transactional services.

Middleware research has addressed dynamically incorpo-
rating changes in non-functional behavior of applications to
different degrees (for example, see [2] for a solution based
on metaobjects, [8] and [10] for CORBA-based solutions,


